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Confidential – Do Not Release.  Exempt from disclosure pursuant to Florida Statutes Section 119.071


Memorandum
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To:

Peter Robinson


Director, Environmental Health & Safety 

From:

<DDD/Chair Name>
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Continuity of Operations (COOP) Plan Transmittal
The current edition of the COOP plan for <Department>, dated <date>, was submitted electronically to your department on <date>.  All personnel with duties under this plan been provided access to the plan to review their responsibilities.  I have personally reviewed and approve of the plan as of the date indicated.
_______________________
       _______________________      ________________                                                                                                                                                     
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       Signature


           Date
COOP plans are exempt from public disclosure pursuant to Florida Statutes Section 119.071.

I have appointed the following individual to be the COOP planning coordinator for <Department>:
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<Email>

<Telephone>

	University of West Florida –Department/Division/College Name  Continuity of Operations Plan



	Description
	Page No.

	1. Overview

	1.1
	Operations, Functions, and Facilities
	2

	1.2
	Hazard Analysis
	3

	1.3
	Emergency Contact Information
	4

	2. Department/Division/College Name Continuity of Operations Plan

	2.1
	Plans and Procedures
	6

	2.2
	Mission Essential Functions
	8

	2.3
	Delegation of Authority
	8

	2.4
	Orders of Succession
	8

	2.5
	Alternate Facilities
	9

	2.6
	Inter-Operable Communications
	9

	2.7
	Vital Records and Databases
	9

	2.8
	Logistics and Administration
	10

	2.9
	Personnel Issues and Coordination
	10

	2.10
	Security
	10

	2.11
	Testing, Training, and Exercises
	11

	2.12
	Program Management
	11

	3. Annexes – Responsibilities and Checklists

	3.1
	Department/Division/College Name Staff Responsibilities
	12

	3.2
	Emergency Supplies
	12

	3.3
	Drive-Away Kits
	12

	4. Annexes - Response Plans and SOPs

	4.1
	Fire 
	13

	4.2
	Hostile Intruder
	13

	4.3
	Severe Weather
	14

	4.4
	Tornadoes
	14

	4.5
	Hurricane
	15

	4.6
	Terrorist Attack
	17

	5. Annexes - Testing, Training, and Exercises

	5.1
	Testing Schedule
	18

	6. Annexes – References

	6. 1
	Glossary
	19

	
	
	


Section 1 - Overview
Background: Recent disastrous events emphasize the need for continuity of operations capabilities that enable public institutions to continue their essential functions across a broad spectrum of emergencies. Identification of mission essential functions and analysis of personnel and resources to quickly re-establish mission essential functions, are the cornerstones of COOP planning.  Once plans are developed, staff must be trained and plans tested to ensure they are operable in times of need. 

Objective:  The primary objective of the Department/Division/College Name COOP is to establish procedures to be used to restore mission essential functions within a pre-established time period. Its goals include responding or reacting to an event or emergency, restoring critical time-sensitive operations, and eventually, recovering to full functional capacity are goals that are encompassed in the plan.

1.1  Department/Division/College Name Operations, Functions, and Facilities

Operations and Functions: (Insert Text) 

Facilities: Department/Division/College Name maintains offices, laboratory and storage facilities in # locations on the University of West Florida campus. Department/Division/College Name has a fleet of # vehicles.  
	1.1.1  Department/Division/College Name Facilities
	

	Building # or Name
	Use
	Equipment 
	# of Staff

	
	
	
	persons

	
	
	
	persons

	
	
	
	persons

	
	
	
	persons

	
	
	
	persons

	
	
	
	persons

	
	
	
	persons

	
	
	
	persons


	1.2.1  Hazard Analysis – General emergencies that could affect the University and Department/Division/College Name 

	Event
	Risk

	Severe Weather
	High

	Tropical Storm
	Medium

	Hurricane - Minor
	Medium

	Hurricane - Major
	Low

	Power Interruption
	Medium

	Water Interruption
	Low

	Steam/Chilled Water Interruption
	Low

	Cyber Attack/Virus
	Medium

	Major Building Fire/Damage – Administrative Area
	Low

	Tornado
	Low

	Workplace Violence
	Medium

	Environmental Health Hazard 
	Low

	Building/Computer System Failure
	High

	Flooding
	Low

	Hazardous Material Release
	Low/Medium

	Bomb Threat
	Low

	Terrorist Threat
	Low

	Explosion
	Low/Medium

	Terrorist Event - WMD
	Low

	Aircraft Accident
	Low

	Civil Disturbance
	Low

	Sinkhole
	Low

	Water Reclamation Facility  Non-Functional
	NA


	1.2.2  Department/Division/College Specific Emergencies 

	Event
	Risk

	
	

	
	

	
	


1.2.3  COOP Planning Considerations
(Insert Text)
	1.3.1  Emergency Contact Information

	Agency
	Telephone

	Department/Division/College Name Main Office
	850-XXX-XXXX

	UWF Police Department
	850-474-2415

	Facilities Work Management
	850-857-6000

	Environmental Health and Safety
	850-474-2525

	

	UWF President
	850-474-2200

	EVP University Affairs
	850-474-2210

	VP Academic Affairs/Provost
	850-474-2035

	VP Student Affairs
	850-474-2214

	VP University Advancement
	850-474-2758

	Dean College of Arts and Sciences
	850-474-2688

	Dean, College of Business
	850-474-2348

	Dean, College of Professional Studies
	850-474-2769

	Counseling Center
	850-474-2420 

	Student Health Care Center
	850-474-2172

	Director, Facilities Maintenance 
	850-474-2170

	Dining Facilities (Chartwell)
	850-474-3198

	Architectural and Engineering Services
	850-474-2938

	Parking Services
	850-474-6023

	Business Affairs and Auxiliary Services 
	850-474-2635

	Human Resources
	850-474-2694

	

	Escambia County Emergency Management
	850-471-6400

	
	


	1.3.2 Department/Division/College Name Staff Contact Information

	Name
	Responsibility
	Landline
	Cellular
	Home

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Section 2 – Department/Division/College Name Continuity of Operations (COOP) Plan 

2.1 Plans and Procedures

	2.1.1  Alert and Notification

	General
	Department/Division/College Name maintains a Unit COOP.

	Alert Procedure
	Department/Division/College Name office receives emergency message from UPD or internally.

Department/Division/College Name alerts (Insert Text).
Department/Division/College Name VP/DDD alerts Marketing Communications

	Notification Procedure
	Department/Division/College Name advance team members and other UWF units as needed; these include UPD and Facilities
Department/Division/College Name management designates an assembly point, default location is (Insert Text); University Emergency Operations Plan may be activated as required.

	Activation
	Department/Division/College Name management provides verbal instructions to relocation group, advance team and alternate facility manager.  Relocation group prepares equipment and supplies.  Computer staff prepares for relocation of staff.  

	Deployment
	Advance team members proceed to alternate site(s). Relocation group loads computers, files and equipment and transports to alternate site as required.  Administrative team notifies outside groups of move and arranges for redirection of mail, phones and deliveries.  


	2.1.2  Activation of COOP Plan

	Activation Decision
	The Department/Division/College Name VP/DDD will activate the COOP depending on the nature and severity of the emergency.

	Roster

Advance Team/Relocation group


	The roster will be dependent on the building affected.  Available personnel from within all sections of Department/Division/College Name may assist with moving and set-up.  The advance team will include personnel from the displaced group.

	Readiness
	Normal Business Hours: Office staff, management.

Non-Duty:  Department/Division/College Name VP/DDD or AssociateVPDDD
With Warning: Department/Division/College Name VP/DDD or AssociateVPDDD

Without Warning: Department/Division/College Name VP/DDD or AssociateVPDDD

	Personnel Accounting Procedure
	The (Insert Text) or their designee is responsible for maintaining a roster accounting for the locations and activities of all Department/Division/College Name personnel.

	30-day Operational Sustainability
	Each functional group is responsible for maintaining all equipment and supplies needed for sustaining essential operations for 30 days following activation of COOP.   

	12-hour Operational Capability
	Alternate facilities contain equipment and supplies needed for 12 hours continuous operations.


	2.1.3  Documentation

	Planning Assumptions
	These plans are limited to emergencies that affect our Department/Division/College Name operations directly. Campus or University-wide emergency response is described in the UWF EOP and UWF COOP.

	Purpose
	To prepare and guide Department/Division/College Name management and staff for an effective 30-day response to an emergency that affects Department/Division/College Name operations and services.

	Objectives
	To provide a plan for preparing for, responding to, and mitigating the effects of any likely emergency event on Department/Division/College Name personnel and facilities.

	Applicability and Scope
	The Department/Division/College Name COOP is applicable to Department/Division/College Name critical operations/mission essential functions and its scope is limited to emergency events that affect Department/Division/College Name personnel and facilities directly. 

This plan does not include Department/Division/College Name response to campus-wide emergencies.  

	Authorities and References


	Section 252.365 2002 Florida Statutes 

FEMA SLG 101




	2.1.4  Concept of Operations

	Key Staff
	(Insert Name)
	(Role of individual listed  at left)


	2.1.5  Responsibilities

	   COOP Activation
	The VP/DDD and AssociateVPDDD are responsible for COOP activation

	Alternate Operations
	Alternate operations will be directed by the VP/DDD or AssociateVPDDD as appropriate during and after an emergency event either at the primary or alternate facilities

	Reconstitution and Termination
	Reconstitution of all Department/Division/College Name operations and services will be directed by the VP/DDD and AssociateVPDDD following an emergency event. Coordinators will report the status of their operations and needs for reconstitution, including damage assessment and any insurance claims. Termination of event response and mitigation activities will be on order of the VP/DDD. 




	2.1.6  Implementation

	Level 1 

Minor Incident
	A Minor Incident is defined as a local event with limited impact, which does not affect the overall functional capability of the University.  Planning and response is carried out at a limited local level (e.g. room basis).  

	Level 2

Emergency

Campus Event
	An Emergency is defined as a serious event that significantly disrupts one or more operations of the University.  Multiple University resources are involved; the Emergency Operations Plan would be activated to the extent necessary. The VP/DDD will determine what elements of the COOP should be activated.

	Level 3

Disaster
	A Disaster is defined as a very serious event that seriously impairs or halts the operations of the University.    The Emergency Operations Plan (EOP) is fully activated.  The campus COOP is also activated as required.


	2.1.7  SOPs and Checklists

	SOPs
	Annex 4:  Response Plans and SOPs

	Checklists
	Annex 3:  Staff Responsibilities
                 Emergency Supplies

                 Drive-Away Kits


	2.1.8  External Notification

	Notification
	The (identify management/staff position) will notify the University Police Department, and UWF Mail Services of relocation addresses, telephone, and other contact information as necessary.




	2.1.9  Alternate Site Support

	Site Support
	1. The assembly point is the Building (Insert Text).

2. (Insert Text)



	2.1.10  Supply and Support (Resources)

	Food
	(Determine if food will need to be purchased as part of this plan.)

	Water
	Potable water is available in existing buildings.  If water supplies are contaminated, bottled water will be purchased locally.




	2.1.11  Plan Amalgamation

	COOP/Building Evacuation
	The evacuation procedures are not altered from normal operations. Relocation group members shall make themselves familiar with the location of emergency exits and fire alarms as appropriate.




	2.2  Mission Essential Functions

	
	Primary
	Alternate

	1
	
	
	

	2
	
	
	

	3
	
	
	

	4
	
	
	


	2.3  Delegation of Authority

	2.3.1
	Delegated Authorities
	Authority of VP/DDD to the AssociateVPDDD

	2.3.2
	Delegation Circumstances
	1. Effective: If VP/DDD is out of Contact

2. Cessation of Delegation: VP/DDD in contact and can assume duties

	2.3.3
	Delegation Positions
	VP/DDD, AssociateVPDDD


	2.4  Orders of Succession

	2.4.1
	Conditions for Succession
	VP/DDD  out of contact

	
	Method of Notification
	AssociateVPDDD will assume authority when delegated by the VP/DDD or whenever the VP/DDD is out of contact due to an emergency. Should both the VP/DDD and AssociateVPDDD be unavailable, Coordinators will carry out their responsibilities and coordinate with the (identify management position). 

	
	Time, Geographical, and Organizational Limitations
	Whenever the VP/DDD is out of contact, the AssociateVPDDD will succeed.  

	2.4.2
	Succession by Position
	identify management position > identify management position > identify management position

	2.4.3
	Succession Revision Procedures
	The (identify management position) will review and revise succession plans annually.

	2.4.4
	Limitations on Financial Authority
	Personnel other than (identify management positions) do not have financial authority




	2.5  Alternate Facilities

	2.5.1
	Support Procedures
	1. On receipt of Alert Message the (identify management position) will notify occupants to prepare to receive staff and equipment 

2. On activation of Alternate site, additional equipment and supplies will be obtained from non-mission essential operations within the organization.

	2.5.2
	Pre-Positioned Assets
	Computers, office supplies

	2.5.3
	Logistical Support
	Managed by (identify management position)

	2.5.4
	Alternate Capabilities
	Exists within existing (identify buildings)

	2.5.5
	30 day Operations Capabilities
	As provided by the (identify management position) 

	2.5.6
	Physical Security and Access
	Coordinated with PPD and (identify specific position) for building access keys and key inventory.




	2.6  Inter-Operable Communications

	2.6.1
	Data and Communications
	1. Landline telephone

2. Cellular Service

3. Email and Internet Communications

4. UPD Backup by radio

	2.6.2
	Internal/External Capabilities
	UWF communications with local municipalities and county authorities. 

	2.6.3
	Redundant Communications
	1. Landline telephone

2. Cellular Service

3. Email and Internet Communications




	2.7  Vital Records and Databases 

	2.7.1
	Off-site storage of duplicates
	Complete as appropriate

	
	Off-site backup of data
	Complete as appropriate

	
	Vital records and data pre-positioned
	Complete as appropriate

	2.7.2
	Record Maintenance Plan
	Complete as appropriate

	2.7.3
	Identify vital records
	Complete as appropriate

	2.7.4
	Record Protection and Movement
	Complete as appropriate

	2.7.5
	Emergency Operations Documentation
	Complete as appropriate

	2.7.6
	Back-up of legal and financial records
	Complete as appropriate


	2.8  Logistics and Administration

	2.8.1
	Alternate Site Equipment and Resources
	Complete as appropriate

	
	Alternate Site Equipment and Resources Pre-Positioned
	Complete as appropriate

	
	Alternate Site Equipment and Resources Maintenance
	Complete as appropriate

	2.8.2
	Drive-Away Kits Prepared and Positioned
	Complete as appropriate

	2.8.3
	Alternate Site telecom prepared
	Complete as appropriate

	2.8.4
	Transportation
	   #    vehicles 

	2.8.5
	Site Support Procedures
	Complete as appropriate



	2.9  Personnel Issues and Coordination

	2.9.1
	Communications Plans
	Complete as appropriate will alert and notify staff by landline, cell, or internet/email communication. 

	2.9.2
	Family Health and Safety
	Families will generally shelter at home except when university EOP is activated and Gainesville area is threatened.

	2.9.3
	Personal Emergency Supplies
	Personal Emergency Supplies maintained individually at residence.

	2.9.4
	Payroll
	Complete as appropriate and as per normal operations

	2.9.5
	Special Needs
	Staff will notify and/or update VP/DDD of any special needs by 1 June every year.


	2.10  Security

	2.10.1
	COOP Operational Security
	Coordinated with UPD 

	2.10.2
	Physical Access Restrictions
	Coordinated with UPD

	2.10.3
	Cyber-Security
	Coordinated with Information Systems and Complete as appropriate


	2.11  Testing, Training, Exercises


	2.11.1
	Table Top
	1. Table-Top Exercises (TTE) will be conducted every year.

2. These exercises will include Alert and Notification drills, Emergency Communications drills and tests, and specific emergency tests.

3. Specific drills will be conducted over a two-year period in preparation for one full-scale exercise. 



	2.11.2
	Awareness Curriculum
	1. The COOP plans are confidential documents

2. The (identify management position) will plan and coordinate awareness meetings with staff and key division and university- level administrators.



	2.11.3
	Leadership Training
	Leadership training will be incorporated into the TTE program.

	2.11.4
	Alert and Notification Tests
	At least one announced and one unannounced Alert and Notification test will be conducted by 1 June every year.

	2.11.5
	Operations Exercises
	At least one full-scale operations exercise will be conducted once every two years.

	2.11.6
	Alternate Facility Tests
	1. An Alternate Facility exercise will be tested at least annually by 1 June – the official start date of the hurricane season.

2. The alternate site test will include an accessibility test, alternate equipment and stores check. 

	2.11.7
	Remedial Plan
	Deficiencies revealed during testing will be evaluated and remediated by the (identify management position) as soon as possible. 

	2.11.8
	Annual Plan Update
	1. The Unit COOP and EOP plans will be reviewed during an annual meeting to be held by 15 May.

2. Copies of the updated COOP and EOP plans will be distributed by 23 May.




	2.12  Program Management

	2.12.1
	Strategic Multi-Year Plan
	1. Annual TTE and evaluation of lessons learned

2. Two-year full-scale exercise and test of emergency plans

3. Incorporate lessons learned into future plans for mitigation

	2.12.2
	Program Maintenance
	1. Annual Unit EOP and COOP Update Meeting

2. Annual Update of Unit EOP and COOP Plans


Section 3 (Annexes) – Responsibilities and Checklists
	Annex 3.1  Staff Responsibilities


	Insert Name
	Insert Specific Responsibilities

	Insert Name
	Insert Specific Responsibilities

	Insert Name
	Insert Specific Responsibilities

	Insert Name
	Insert Specific Responsibilities

	Insert Name
	Insert Specific Responsibilities

	
	

	
	

	
	

	
	

	Notes: 

Once tasks are completed, staff is available for other duties.




	Annex 3.2  Suggested Emergency Supplies for Employee Residences

	Item
	Description
	Notes

	1
	Battery Powered Radio AM-FM
	

	2 
	Flashlight
	

	3
	Extra batteries for radio and flashlight
	

	4
	Change of clothing
	

	5
	Non-perishable food and water for 72 hours
	

	6
	Medication
	

	7
	First-Aid Kit
	

	8
	Personal toiletries 
	

	


	Annex 3.3  Drive Away Kits

	Item
	Description
	Notes

	1
	
	

	2
	
	

	3
	
	

	4
	
	

	5
	
	

	6
	
	

	7
	
	

	8
	
	

	
	
	


Section 4 (ANNEXES) – Response Plans AND SOPs

	Annex 4.1  Fire

	A. If you witness a fire:
1. Activate the Fire Alarm System;

2. Evacuate

3. Call 911

	B. Use a Fire Extinguisher only if:
1. The building fire alarm is activated to alert others.

2. The fire department has been notified.

3. There is an escape exit or route behind you.

4. You have received specific training in the use of fire extinguishers.

5. You know the fire extinguisher is fully charged.

6. You know what is burning and what type of extinguisher to use.

7. The fire is not spreading rapidly.

8. There is no toxic smoke present.

	C. Surviving a Fire:

1. Stay low if there is smoke in the area.

2. Feel doors before opening - if hot to the touch, find another avenue.

3. Close doors behind you upon leaving.
4. If trapped in an area; close the door, use available material to pack under the threshold openings, and call or signal for help.


	Annex 4.2  Hostile Intruder

	Discovery: If a Hostile Intruder is discovered in your area call 911 or 9-911 (depending on your phone system) immediately and provide as much information as possible.  Do not approach the intruder or intervene in any ongoing crime.  At a minimum, the individual should provide a description of the intruder and any specific characteristics (height, weight, hair color, race, and type and color of clothing) and type of weapon(s) if any.

	Evacuation: Under no circumstances should the fire alarm be activated or an attempt made to evacuate the building unless you are in the room or immediate area where the shots are being fired.  Persons may be endangered while attempting to evacuate the building.  

	Gunshots: If gunshots are heard within a building, individuals in hallways will immediately seek shelter in enclosed offices or classrooms.  Staff will close and lock or barricade room doors, close windows and window treatments, and turn off the lights to that area.  Staff should remain calm, as quiet as possible, and out-of-sight.  Staff will stay in the locked/barricaded room until informed by Police personnel that it is safe to come out of the area.  Individuals with cell phones may establish contact with local 911 personnel of the situation or email information to UPD. 

	Command and Control: Once local emergency service authorities arrive, the Incident Commander will coordinate any information or assistance with them.  Only trained law enforcement personnel should attempt to perform a methodical search of the buildings in which the hostile intruder is located.  

	Re-entry: Incident Commander will declare when reentry to the building can be made and the classes and office areas are safe to open. There is no specified time limit for when students and faculty will be permitted back into or exit the isolated area.  This will depend solely upon the information received and the results of the findings of the local authorities. 


 TC "2. Hostile Intruder Incident" \f C \l "2" 
	4.3  Severe Thunderstorms

	Immediate Actions

1. Power down computers and turn other electrical equipment off (never unplug electrical cords if lightning is occurring). 

2. Avoid water fixtures, telephone lines, and any electrical conducting materials.

3. Stay inside buildings and off campus grounds.

	Notes:

Most campus buildings are designed to withstand significant damage resulting from thunderstorm wind, rain, hail and lightning strikes.




4.4  Tornadoes
	4.4.1  Fujita Scale (F-Scale)

	F0 GALE
	40-72 mph
	Tree branches broken off. Shallow rooted trees uprooted.

	F1 MODERATE
	73-112 mph
	Peels surface off roofs. Mobile homes overturned.

	F2 SIGNIFICANT
	113-157 mph
	Roofs torn off frame houses. Large trees snapped or uprooted.

	F3 SEVERE
	158-206 mph
	Roofs/ walls torn off. Trains overturned. Cars thrown.

	F4 DEVASTATING
	207-260 mph
	Well-built homes leveled.  

	F5 INCREDIBLE
	261-318 mph
	Homes lifted off foundations and thrown.  Cars thrown as far as 100 meters.

	Notes:

With the arrival of warm weather in Florida, the frequency of tornadoes increases.  The most active months for tornadoes are June through August during the afternoon’s buildup of heat in the lower atmosphere.  However no season or time of day is exempt from this powerful and deadly weather phenomenon.  Land falling tropical storms and hurricanes also generate tornadoes.  Tornadoes can last from a few seconds to more than an hour.  The path can be from a few dozen yards to a few hundred yards


	4.4.2 Tornado Alerts

	Tornado Watch
	The National Weather Service issues a watch when conditions, which may produce tornadoes or severe thunderstorms, are present or developing.  Continue normal activities, but have a safety plan in mind, and be ready to implement it, if the warning is issued.

	Tornado Warning
	A warning is issued when a tornado or severe thunderstorm has been detected or sighted.  The warning will tell you the location and movement of the severe weather.  If you are in the path of the storm, implement your safety plan immediately.  Take shelter if you see or hear a tornado or threatening weather approaching.  There may not be time for an official warning.


	4.4.3 Tornado 

	Immediate Actions:

1. Notification of a pending disaster will be announced (over the address system or by voice) fire/evacuation alarms are not to be activated.
2. Evacuate all trailers and temporary structures.  Proceed immediately to a structurally secure building
3. Stay inside buildings and off campus grounds.
4. Go to the interior area of the building.
5. Take cover under a sturdy object.
6. Protect your head, neck, and face.
7. Stay away from windows and items that might fall.

	Notes:

During a tornado, there may not be a sufficient warning period to close the University or to effectively protect University assets.  Therefore no special effort should be made to protect University assets; all attention should be directed towards life safety procedures.


4.5  Hurricanes

	4.5.1 Hurricane Information

	Hurricane season starts June 1 and ends November 30. All members of the University community should review their specific UWF and private residence hurricane plans to minimize potential damage in case of a strike. The presence of hurricane activity that could impact UWF’s will activate the “Hurricane Information” on the UWF Homepage.  When an inland hurricane warning is issued by the National Weather Service, the UWF President or designee may authorize the University to close.  The University Marketing Communications Department will announce official information via the UWF Homepage, by the to local radio and television stations, and via email to UWF Personnel.

The Emergency Operations Plan defines weather monitoring and University overall response to weather related threats.  Staff activities focus on safety issues and, in certain cases, the protection of University assets.  Staff is responsible for securing work area assets and for conducting preliminary damage assessments of work areas. 


	4.5.2  Hurricane Alerts

	Hurricane Watch / Inland Hurricane Watch
	This condition is declared when it appears that the storm poses a threat to a specific area. The watch usually covers an area of several hundred miles. It implies the possibility of dangerous conditions within 24-48 hours. 

	Hurricane Warning / Inland Hurricane Warning
	This condition is declared when it appears probable that the storm will hit a specific area. Hurricane conditions are considered to be imminent or will be at least within the next 12-24 hours. Consult the “Hurricane Action List” below to reduce the losses incurred as a result of a hurricane strike. Complete the plan early enough for you to return home and initiate your home’s hurricane plan. Staff are responsible for securing their work areas /offices.


	4.5.3  Assignments for securing Common Areas, Labs, Special Equipment

	Area, Equipment
	Location
	STAFF RESPONSIBLE
	Special Concerns

	
	
	Primary
	Alternate
	

	Insert Building/Equipment
	Insert Location
	Insert Name
	Insert Name
	

	Insert Building/Equipment
	Insert Location
	Insert Name
	Insert Name
	

	Insert Building/Equipment
	Insert Location
	Insert Name
	Insert Name
	

	Insert Building/Equipment
	Insert Location
	Insert Name
	Insert Name
	

	Insert Building/Equipment
	Insert Location
	Insert Name
	Insert Name
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	4.5.4 Hurricane Action Checklist

	1. Move University equipment such as vehicles, electronic equipment, to a safe location.

2. Employee personal possessions should be taken home.

3. Unplug computers, printers and all other electrical equipment/appliances (exception – refrigerators/freezers unless frost free).

4. Relocate contents from bottom drawers of desks and file cabinets to locations safe from water damage.

5. Move all important equipment, books, papers and other valuables away from windows, off the floor, and to interior areas of the building.  (Be sure that equipment and other valuables that are moved outside your office are tagged for easy identification and retrieval).

6. For ground floor occupants in buildings subject to flooding, if necessary, relocate equipment and other valuables to a higher floor.  (Be sure that equipment and other valuables that are moved outside your office are tagged for easy identification and retrieval).

7. Cover and secure or encase and seal equipment and other valuables with plastic.

8. Clear desktops, tables and exposed horizontal surfaces of materials subject to damage.

9. Close and latch (or secure with tape) all filing cabinets.

10. To the extent possible, turn bookcases, shelving units, etc. around to face walls.
11. Place telephones in desk drawers.  Leave telephones plugged in (you will be able to receive emergency messages).
12. Prepare an inventory of all valuables and keep secure copies for damage assessment. 

13. Besides a written copy, pictures of the items or videotaping will assist in FEMA claims. 

14. Valuable files and papers should be moved or wrapped in plastic and secured.

	Notes:

Additional Hurricane Checklists are found on UWF’s Environmental Health and Safety Website and should be consulted.


4.6  Terrorist Incident
 TC "4. Terrorist Attack" \f C \l "2" 
	4.6.1 Terrorist Information

	WMD Definition: 

A Weapon of Mass Destruction includes biological, chemical, nuclear or highly explosive material and any combination thereof.



	General Guidelines

Emergency action steps will depend upon the type of device and/or agent used and whether it is used on-campus, in a campus building, or off-campus.  The University has developed plans to respond to such situations and has established lines of communication with appropriate civil authorities to obtain current information.  


	4.6.2 Immediate Actions

	1. Call 911 to dispatch police/bomb-squad and fire/hazmat 

2. Avoid Contamination 

a. At the point of the release

b. By exposed individuals

3. Limit access in the area to those responsible for rescue or material/device analysis 

4. Do not touch or move any suspicious object

a. Do not use radios, cell phones, etc. that may trigger detonation

b. Evacuate the area

5. If an unknown material has been released:

a. If possible shut down ventilation systems

b. If the release is internal, secure the affected area and evacuate

c. Affected individuals should quarantine themselves at a safe location

6. If the release is external, secure the perimeter and execute an Emergency Lockdown

7. If a hazardous release occurs off-campus

a. If the contamination is expected to affect the campus, you will be given instructions to remain indoors

8. If the contamination is not expected to affect the campus, you will be given instructions on avoiding any contaminated areas.


Section 5 (Annexes) – Testing, Training and Exercise Schedule

	5.1 Testing, Training and Exercise Schedule 

	Exercise Name
	Exercise Objectives
	Date
	Participants
	Time

	Hurricane Prep
	Test Hurricane Preparedness

 
	Week of June 1
	All
	TBD 

	Intruder
	Test for Hostile Intruder
	Week of November 1
	All
	TBD

	Call-Tree Server Move
	Test Telephone Lists/ Re-establish Server
	Week of March 1st
	EHS Admin
	TBD

	Alternate Facility 
	Table Top – move a group to alternate location
	Week of May 1
	TBD
	TBD


Section 6 (Annexes) – Reference Materials

	6.1  Glossary

	Alert – Advanced notification that a disaster situation may occur. This forewarns participants of the possible implementation of the COOP. 

Alternate Site - A location, other than the normal facility, used to process data and/or conduct mission essential functions in the event that access to the primary facility is denied or the primary facility is damaged. 
Backup - The practice of copying information, regardless of media (paper, microfilm, audio or video tape, computer disks, etc.) to provide a duplicate copy. This is done for protection in case the active information is unreadable or destroyed. Backups to support a recovery effort must include a storage strategy which physically separates the backup data from the original data so there is a minimum of chance that the same event could destroy both copies. Backups may be of various media types. 
Contingency Plan - A document containing the recovery timeline methodology, test-validated documentation, procedures, and action instructions developed specifically for use in restoring organization 

Continuity of Operations Plan: A plan which ensures the performance of an organization’s mission essential functions during any emergency or situation that may disrupt operations over a 30-day period.
Business Interruption - Any event, whether anticipated or unanticipated, which disrupts the normal course of operations at a business location. 
Call Tree - A list of key individuals to be contacted. Many of these individuals are responsible for contacting additional individuals linked below them on the list. With a call tree, you can help ensure that all of the employees assigned to the plan will be notified promptly.
Contingency Plan - The ability to sustain critical business functions in response to a disaster or interruption in supporting services by executing a contingency plan and associated capabilities that guides the orderly and timely restoration of an organization’s business capabilities.
Mission Essential Function – An essential function necessary for the continued success of the organization. If an essential function is non-operational, the organization could suffer serious legal, financial, goodwill, or other serious losses or penalties. Generally, mission essential function(s) must operate continuously or sustain only brief interruptions. 
Data Integrity - Information and data that accurately reflect the status of a business function at a given point of time, representing complete, synchronized information that has passed all data validation and error-checking routines. Data integrity is critical in the post interruption environment when data is reconstructed from backups. 
Disaster Recovery - The ability to respond to an interruption in services by implementing a recovery plan that ensures the orderly and timely restoration of an organization’s business capabilities and supporting resources. 
Exercise - A test or drill in which actions in the contingency plan are performed or simulated as though responding to an event. It is during the exercise that planners and participants can evaluate whether the planned activities and tasks properly address potential situations.
Mitigation - Any measure taken to reduce or eliminate the exposure of assets or resources to risk. 
Off-Site Storage - The process of storing vital records in a facility that is physically remote from the normal site. Usually this facility is environmentally protected for proper care and storage of magnetic media, microfilm, and paper.
Recovery - Those long-term activities and programs which are designed to be implemented beyond the initial crisis period of an emergency or disaster in order to return all systems to normal status or to reconstitute those systems to a new condition that is less vulnerable. 
Restoration - The act of returning a piece of equipment or some other resource to operational status. Commercial service companies provide a restoration service with staff skilled in restoring sensitive equipment or large facilities. Such vendors often work with insurance companies and may restore equipment for a fee or may purchase damaged equipment with the intent of restoring the equipment and re-marketing the product. 
Risk - The potential for harm or loss. The chance that an undesirable event will occur. 
Risk Analysis - An analysis of potential threats to an organization's ability to maintain current business operations. 
Threat - Threats are the events that cause a risk to become a loss. Threats include natural phenomena such as storms and floods as well as man-made incidents such as cyber-terrorism, sabotage, power failures, and bomb threats. 
Vital Records - Records or documents, regardless of media (paper, microfilm, audio or video tape, computer disks, etc.) which, if damaged or destroyed, would disrupt business operations and information flows and cause considerable inconvenience and require replacement or recreation at considerable expense. 
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